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(54) SECURITY PROTECTING SYSTEM FOR 
ELECTRONIC PRINTER 

(57) Abstract: 

PURPOSE: To obtain high security protecting property by 
limiting an access of other party to a user file, and 
designating an unremovable security label for the user 
file for avoiding print or display of the file without 
security label. 

CONSTITUTION: The printing system 2 comprises an 
image input unit 4 having a remote and on-site image 
input, a coat roller 7 and a printing unit 8 with a 
security protecting unit The protecting unit specifies 
an individual security profile for a user of different 
class by managing by a decided security manager. An 
identification number is further specified, and use of a 
user's password is allowed. Further, a site manager is 
specified. A user job programming option management is 
given to the manger, and a role of the site manager is 
separated from the user's role. 
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a) 1Z*a.U^^J!^£fc5rrs ; 

b) We-fe^nU^^^W^STT^fe^^^Xco 

c) ^ia-k^iU^^Jl^cDfig^^. 

nzmitrz : 
u 

or ^ irx ^ftus-r * d £ iz<k xa- tf 7 y -f 
& 

* ^ U :/ a s > y»ftA,©3.^f (or ? -fe x * 

m$i~$'z^zi\z3:^'X3L--*?7T<i )Vtt=L^r>( &m 



d) HtrS/tx^~H^Srt^-^^--X{wgS*$ft 

>2\ZffiSLh. $m7*)>*\Z7>7-tX?zm 
g) Ift^SBf^^-*^— x*co^j#^£:x— ifi;: 

(0 0 0 1] *SWIttt J py i J >^*5ctt/«J*)«^ffl 

CO 0 0 2] ^5fe^/U>X^:lfi3|:«^^T, X« 
t TX*ICiB<&4&g«Sl?te <h tt^ $ ft 

mm\±m&<D*tttizm?\,>T\,**o jcm<om®vm<?> 

^ftTV^^fWW^oTV^fc-ft^^aTlC*^. 

tizzt \z#r*mm*^Mz&s?m&&m-r*m& 
«t tfi^ststiw*^ ft&a«4&ic# Lxmntzm 

3 * n M£W UTV^^^cD«^«offiffl^lS^ ftT 
50 ^t*Ct*«T*S. P3«0«SW^>X^Ara^2ISffl 
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is7,TMZTZ^X\s&^t**m\ZtitvC'b&ft&% 

CO 0 0 4] tt*MSf»fc*$V>T, E£cD«&#»**® 
#d*S84. 7 13, 7 5 amzWrntsnx^ZZolZT 

4 ?U^yV\Z&&Zritt#>mfe'2tLl± J Z*ra. U X-f 

# g w & y d ^ a co £ ia± r * £ ? i c ^ zt — v 

7h3>hD-;^lViT^*. *0**i*f&4, 52 
5, 7 8 0^, ^4, 4 9 8, 1 3 2*5 {*r<?>%ti&\t 
^3*4. 5 2 5, 7 8 On\ZtitWVX^Z>) 7><* tmiZ 

ttTsy^irxtfsaas-rsr Hux^rA^rr^ 

S84, 7 9 9, 2 5 8^IC«Z3>fcr^-^^COT^^X 

sr^s uefc^iaihisia^^ss-r^^a r;u*">x^ 

[0 0 0 5] 2*>\Z. 3>e^7^J^->3>l: 
*5^T. ^-1f3t»Jr3-H (UIC) tas^r-opr 

^■fex^ispa-r-5coi3^B$nT^T^<&. cosmic 

*H>T> xoco#^ fft*^, ^-y#^^<fctK^ 
>/t— i A<D3--*fizz>&mi3i2nT^z. 

C0006] mmv>imftft&4. 498. 132^ 

£#1^314, 5 2 5, 7 8 0#ICl8^$ttTV>*MS2S> 

gxMc£oT^i<*ns. z&oxHtttb 

[0007] ctii««ic, *¥tm\ttttnm&wm 

=^3. g ?v v/.^ftw^fc-fe * a »jf^7 r D7^ — 
fcJfe-T*Xg<>: ;frf2ir^a.g^w«a^coig^^ * 
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St^lSt ; ItHHMIttft^ Measure— * 
C9^S£tt-5.-r*Xg£ ; 4$£c03S^J#^;fc < i;T//1X'7 

■fcXfcfWRU 98ffi-fc*3. g 7^ ^^lULlzmdyr 
4)l><DWM&tZ\Z&^mm2nzzL-*7yy^)i,\ztt 
LX. BS^tfiftWa U 7^$ffi^Ct 

VT4*m&-r burnt ; frZf&zzt&ftmt-rz. 

[0008] mm \z*>^x) m i \**&w<om®&m 
i/x^i*\zmm?znTmM&&jjkrmx$>z>, 

[ooo9] 0 2 &m i izjK?mmm<D±mmtt-r7 

20 [ooio] 03«0i \z^wwm<»i£it%&wmm 

[0 0 11] 04tt01(C^"r^*l«ICO33:$X^^^O 

[0012] 05. 6*5<trf7«si ir^*rWJ«co^ 
[ o o i 3 ] h 8 KB i tzttwmmvfz&vmfti'X 

[0014] 091^1 fc^f SW«to;i-" »f-f >^ 7 
x-X (UI) ^y^X^g-V-hfcft^tUfcAfflW 

[0 0 15] 01 0113— 1f-f >^7i- X^y^X^ 
g>->€^f BIT^O, ^r/^X^U— >±IC 

xhj ^SSTn.-ifcogxh^^ra^^ic^Sb^ 

[0016] 01 l fcUL— if^yw^-f h-ri^tt, 
h^st-^ts z-£.\z&<oxmvizt\z> zt&^-t- 

[0017] 01 2 &MtR£tifc^-~'*f<D3-~-+f~7c 7 

cooi8] 01 3 \*mnt<tiytzL-if<D r&mi 

K77^M^t0T*5, 

[o o i 9] 0i 4fct*- rf>^t\it rn-ifffij^?j 

[0020] 015 \**-7>ztL?z tmrnffimmm-ai 

50 ?j ^^>3>^>K^Sr^T0T*^. 
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CO 0 2 1) 0i6«t-y>$nfc la.— 
M^y 3 >j r>-r> f^£thU r«r^-if^>^ r 

WH SJRfc^f *0T&*. 
[0 0 2 2J 017« rgr^a.— tf^>^W— Fj #31 

[0 0 2 3] si hm rt^'jf^yn7-< 

CO 0 2 4) 01 9telM F# rr^-r-^ tf-r^D^j 
£j*t-0T&*. 10 
[0 0 2 5) 0 2 0 1*01 9 CD r7£5V fcf^ D^J 

[0 0 2 6] 02 lte rr^-trxuxFj ^-H7r< 
[0 0 2 7] 02 2tiUXhI^^<t"*/> 

$n/i7T'fJW-f>KOci:^iria2 i<d rr^-txu 
XFj *-F7 7-f;V^-r®T*^. 
[0 0 2 8] 02 3te*— ^>$nfc ruxhBd»?j 2? 

[0 0 2 9] S2 4ttIjK$nfc7^tXUXh^ 

[0030] 02 5«38«$n/ty^ir^ux 

[0 0 3 11 02 6lil^$nfc7^tX'J7 htr^> 
[0 0 3 2] 02 7te37r^;i^^£LT7#-t:X* 
[0 0 3 3] 0 2 8tt««««yXTAW^e.f I 

$ns»2^yg^j«:^-r0T^^. 

[0 0 3 4] HK B2KC*V>T* *SB9!©«*lCi* 
0^«lC*5^T> ^*-^A:fcB4W?JW^X5^ 

<ttx^>«tj-r *-z?xijttVT^z. mo>&m<D 
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[0 0 3 5] 02-04JC^$UT, ^tf-f F-f* — ^ 
A»fc:*S-r*--5>A2l»4rt«*y F^-^Sfc^TLT 

^A^$n^-c€-o^fc^ti^_bossiy-x^^ 

^*-^-*co^-~;aBi£gr© <pdd mmm^* 
<H3k«*> awten*. afu-s 

[0 0 3 6] F-f*-i /A^fc^l/TIl -f^ 
^A^«4liHEr<7>J:lCjtS3tl^^^:S2 2£t«e 
$nT^5S^^7f>2 0 5:flA^fX^tt6$ 

M7?7-> 2 0 ^T^Ta«^i$:t Sfcfi&l3;£J$ 
<*ttT^*. V>X2 7*Wi^-2 8, 2 9. 3 0 

h7r^ 5Sfctt7 W 2 4 A^CO-f^-y^ 

n m it \*mm (Drnzte-r-i*- v*f— $ Dwwotztb \z 

7 r Dt^^2 SKA^Sn*. 
[0 0 3 7] ^DtyiJ-2 5tt7W 2 4l:«tot7t 

-n-f >^r* n <h^-f ^-y{|^x>;\>x^ > F 

[0 0 3 8] 3fe33tl*"C*«H2 2 telSram^fcLS 
(RDH) ^-F*fc«¥S«I#^31 (SADH) * 
-FO^-rtld^Tfl^Pltg^e^^il^® (AD 

f) (c < toT^^r*/ta6icy^>2 o±{c»(g$n 

^ (CFF) V&&tS~?~n.7 XT & 

^«^ts*3>trjL-^7r>^— ;i/Foj^t«z 

RDH^e-FiSf^Ofc^tC^ ^SA>H7-3 

n^^ta^tlTiK^^nTl^, F U^f 3 7 ^60^ 
2 2 l**ffitt*"WF 4 0, XfMD-74 1^ 
3t0^l&^F4 2aoT7*7f>2 0±(CiifT5 
tl, y7T>±T«i^71/-2 4K£-3T^£2n 
^S(C^t>T, #m«^F4 2HJ:oT^^> 
2 0^6I»* 3n§SMn-7 4 4 l:<toT h W 3 
7»cM*n*. 

[0 0 3 9] SADH^-HT«)tS<0fcii)l:, ^t*lf 
AXDv F4 6^§hH 3 7 t^7T>2 

F 4 2 lCT^-kAT€^«fc ^ CSIt^nT^ 

o, &xm&7 : 5 ; T>2oii\z&m2tiz'«z<Dxa 
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v ha>£^T*f AS*!*. 7nyh4 6«^D 
-74 9*Jr^yw*L,T*0, 3»&«^l/TXS 
WS^UM 2*>£:/7^>2 0fc:#i§£n*. j^ex 

^4 steams ns. 

-74 9Ci;-DTXfM^h4 2tei££n, ^Ktfr 
Ofcfc*n&3tS<0 1M^^x>2 0±£j£&n*. 
[0 0 4 1] H2, H3S#1LT, T'U >*&8 teU 
-If^U >*tf>6>J5£D, raHflD*fr±7X*ttsax** 
(ROS) «B8 7, :/'J >He*:i-JV«9 5, fSJfc 
&1 0 7*£tHi±flSl 2 0fc#3»JT5. ROSttW 
If 9 l£*TLT:fcO, -e<0bT-^tt-O<D<^-i?lf- 

A9 4tc5>tt6n^. &tr-A 9 4 ytMm-yttti?^ 
v—* 9 2 woT-f vmnA*><z>te®izm'3^x 

Wa-l/- hStt^a-f *-^t?-A9 4 WE 5*1 
t-A9 4«yj>h^^i-JH»9 5^«IX 

«ffiCctoT^s$n-en-?n^ieiCci:0!S^9 8 

a-b- *9 2£ff&tl*. i3t»9 8ii-f^^t- 
A 9 4{C<fc-DTR^Sns-c<ffl«$nfc^*gRfC*V> 

Trin hn>i o 2K*oTi*-fc»»;*n*. #SE# 
1 0Sfc«ild^;^hH 112, ll 4*&2£ 

ei 2 otzttusti*. tt-hgei 2 on^u>h*x 

fyf««t^, 7f-^mT5Xf^ft 1 2 2 

[0 0 4 2] HI. H2^J:t;H5S#llT, &m<D 
fS£*±, i3>hn-7m£^*-^A:*J«f««g5 0, 
:x-*if-f >^7x-X (Ul) 5 2. ->XrAa>hP 

[0 0 4 3] 5^AA«4G>yn-fey*2 5*^3 

>hu^?&7tZ%$ft*4*~J7 : -**Jite7 t J> 
M2«lfi (PWB) 7 0 - 3 0-r^-> ? A^3>hD 
-7 5 0O-f * — >?n>yix-;i^/^a-fe7it5 1 K<fc 
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X7<x#^>*:fc«j;tM;*-^tt£fff8 (isiRir 

[0 0 4 4] 1331 <a*T.k 5 JC. n-1f-f 

7i-X (UI) 5 2li»M^s;WJ->6 2, 

BUW^X^r A 2 * <fc£-f >^7x-7 IT. 

— f&ZfV >h^3^i05^$7*D^7A 

U ffWS/X^AOJBfPIH*, 7-n^7A««, 

^tf:/D^7A^*£ft*£<ha*T£*. fyttpV 

— >6 2 ±i:i^$n^7 r^;^«tr;7^ 3 >^©^ 

a? gtf*' ??X£"J >-> 6 2 ±0&i*£nfcJKB&lB& 

[0 0 4 5] ^-f>^^EU 5 6«t»K«fPS/X^AV7 

^--^x-^S8B« % rs**«)/>--H5 s ^X^ 9 0- 
1, 9 0-2, 9 0- 3&4rL/0>£. 

[0046] ^o^^us eoEEtesn^^-^ 

WB 7 0-6tD-r*— Is a >8B5 8 izG$& 

KR^ru *y^x*y— >e 2 tc^-r*fc«6tcu I 
otitis. 

[0 04 7] ^^-^3>hD-7 6 OfCtiirtSn 
40 *-V7—*\t&&ififm*tY. PWB 7 0-7, 

7 0-8 (B5MR) <D-Y^— >^*yD-feyi^8 6fC 

-^^PWB 7 0 - 9±05 ? ^X/^^5 1 ^ , D^y^8 
8, 8 9lZ£r>T7V>*m8\Ztirt]ZtlZ>. WJMCOfc 

V?— ^©«fff£*t**^<aiM^y s e^eai 

[0 0 4 8] B5-7$#ILT, 3>hD-7«7dt 
fcfc<Z>:/U>h£*&g£ (PWB) TOfc^WO. 
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AX 7 2, 7 4fCck^T>'XxA;<*U 6 1 \Z&&Ztl 
T^*. ^^ , J3>hD- =77 65*^X7 2, 7 4 
XfA^^'J 6 1 KJ&KSnT^-S. PWB7 0I21I& 
<Z>v-X^A;/D-tr:yt*7 8 fc^'T'Si'X^AyD-fcs/lJ- 
PWB 7 0 - 1 £ ; I 5 2\Z'&*). ZfZZtl 
Ti^T-^^S^^feWU Ii^3>hD-78 0£ 

*r-r*te;& i /oyuir^-y-PWB 70-2t; 

>*^'J 5 6CD^X^9 0- 1, 9 0-2. 9 

tt$PWB 7 0-3, 7 0 -4, 7 0-5 (-fpl— 
±yV5 1«PWB7 £: ; «f>-S>"7;z 

£«Afc<-f ^-/V-^y 3 >PWB 7 0 - 6 £ ; :/ 

^MyntyitPWB7 0- 7, 7 0-8t;^U> 
8 W©^— ^Sfi*:! > h a— JV^ZlztiXD^i 

•fe^*PWB7 o-9t ; Fn^hn— ;W-T— If 

hl/^3>-^yai-7PWB7 0-l Ot ; &^A/ 
[0 0 4 9] H8«MtT. yXfA3>hD-W 

w**©:7y>Me«s* (pwb) €^ur^gs^ 
ntt^. cnecDyj>hSj^s«ic«EDND7P 

WB 130t, 7-^>^ ^—>M >^7PWB 1 

3 2 ^-/t-lU7PWB 1 3 4 «t. S*<DA2J 
/ffl?J (I/O) PWB 1 3 8*«A.fc7<r=4 3'lrS'C 
>f>^7PWB 1 3 6£^ATCV>*. yXrAAX 1 

4 0^37PWB 1 3 0. 1 3 2. 1 3 4. 1 3 6*5 

^fc8»u 2£l;:D>ho-58B7 fc*«LTV>*. 

-^□-*;WU 1 4 2*U/OPWB 1 3 8 £5l>£ 
MRU $^(C^-ne<DiiS-r*37PWBi:^jK-r-5 

[0 0 5 0] ^M^X5^<&&*£*8*S1i-Sfc. Sitf 
->XfAV7 hfttjC^U 5 6^e»EDNn7PWB 1 3 
0£. Sfe^OPWB 1 3 1 4 0 ^ITS 

0O37PWB 1 3 2. 1 3 4, 1 3 6 £g?Sf;*n*. 
^37PWB 1 3 0, 1 3 2, 1 3 6tt«^fAV 40 
7h©PWB, »B1ftffl^©K^^fWW-r-5fc»<Z)^ 
-HROM14 7^l/TW. ?-HROM14 7tt- 

»^->x^av 7 htoBfcfeitswwx-^coaa. 

43<fctf D — TJJWtX 14 0 &^IT<0 I /O PWB 1 3 
0, 1 3 2. 1 3 4, . 1 3 6|OTatMf97 f — ^CD£3, 
3£Kn— *JP/tXl 4 2^LTOI/OPWB 1 3 

R A Mfei^NVM^t U ^t*SJ0J>'X^A 2 PWU* 

[0 0 5 1] H9ft#flBUT. &B7t&V377n#9 50 
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iCfel^T. ^y^X^U— >6 2±lcyn^5A^n-£ 
K 1 5 2 tfftacSft*. 9a7¥tfv hi 5 0 lc« 

^lC^X^A^c^>S*:itr^¥^^^$n6. 
[0 0 5 2] ->XrA^ i E , Jl:fi*snW'f hl:*v» 
Tl$IWS'X7 : -A2'\£>7^'feX£$fflU &£»$>*^fc] 

^X£^a&*fc&lc:i--im fcj£G>:a— !fflraE#* 
:/-> 3 a-iffig^o/xxy-KSrS 

fca#e*<ar*X7— FfcflM&. 
[0 0 5 3] WMvX^A2©«««rc**lM 

[0 0 5 4] (1) WHifttttttaUfYl 

Ttt^^-tf^jw^x^A:cn^>*r^^®(i^ 

<. ^-ifS^ftil^X^AT^JffinJig^^^KP^^ 
fc5c£K:7*-feXT**. 

[0055] (2) aanicaMwsttfciH' h*** 

(DO.-tf\ZftLT&Z-fe<Dftfe<Di/XTJ±&m\Z7? 
[0 0 5 6] ( 3 ) ■r^CT0>3.— 1 »f ^ir^i U «3K 

[0 0 5 7] (4) 7tX7-F©**-S£fc««««S 

x «7— f &m ^T->7fi»*©i- tf a 7 -r 
©r^irxfaspfctmr*. 

[0 0 5 8] -u-r F^s^iaa^fc^n-o** cua* 

mzte-v-i h&m&itt-i h^rv^^a^7A© 
^x^Aco;*«fT&£^£§*£U <* 

[0 0 5 9] **aU^-< M;icfcoT2fcS& 
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6 nt tr > P ^ £ — & b fcBUW yXf A 2 <D«& 
f (Tech Reps) lc £*7 9tt* t gWr*Vk 

m&mizw&T*. 

[0060] ttx.>j^4wmm& j t<ow&<»m?f&*] 

oTJL- tf I DICOL— tf/t**7-F\ 1M bV>m&\"^ 

[00613 010-12 £#!£LT, r^Sj ^£ — F 
— >6 2 C^$n^, F^r^HM::^* 
-feXUXFj 7^f3>2 0 1, 2 0 2, 2 0 3*5^ 

rn— tfj T-f3>2 o l ©f^ld^^$n^^ 30 
j.— ifco^Htr^uxh-arbtf)^. cco^y<;i/2 o si: 

T&^fc&^-r*. J:T^^n-U>^T-f 3>2 0 
7, 2 0 8^77-f;P2 0 5$X^D-'J>^U 

[0062] tt*VT<<mmmtim%.x.--*f7u7 4 

BKj , r7974 7} , rpn»j fc^tf rgg^^j a 
#JBB£*rr* r->x^A^3lj ^>H^2 1 2i:g 
OkZtlZ. ^S&LTV^^-f >F*2 12, -T&*rfc, 
^-f >F*#-f>*2 1 2' ^a.-1f<D«^(^[Sj^^* . 

1f«€a.-if^a7-f;H-^T-S. 0 1 2 tciKTcfc 5 
a— tfyn^-r;v2 l 511 rn— ^xj , 

-H*f Ltv^d^ *3<fcl*a— -tto r^JSffT^7 so 
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V>h (Default Account) J &SfcS>j^7K-r<5. MoZ> 
\Z. n?B77?iLXfflm 7-f 3>2 1 7&£Tf r# 
IS (Privileges) J 7<3>2 19^Sn^. 
[0 0 6 3] r»*j y<n>2 i 9<?>miR\zJ:o® l 

[0 0 6 4] ir*:xU^^Jl#«5§3t rt^aUf 
[0 0 6 5] HI 1, 01 4*5J;tmi 5$#IIT, 

rw**j o*:/^3 r^L— ^ 

r*«i»##iBfei o-f>H»>2 2 3 jj«a^ans. ^ 

CO ^ > F ^ ^31 L T-fe^r U S 
3^«<C X ^ A IC * S W3.-if O ^ a ^ ^ Wr t V \m*£ 
mtzmfe-C$Z>. B3 16-17^^M8U 

2 2 e^$n^, rmmrL—>f^>7u- fj -t^ 

^^3>2 2 6CDtf*K:£rK Kb^a— 1f«ff«^« 
tf^P7^r;i,2 1 5 13131 7IC^^nfc^>^U 
-F2 2 8^$nS. 

[0066] mm<o3im&m?*>rL. cct r^n~ 

(010) rgrgUi-lfj 7^3>2 3 0Wli$ 
[0 0 6 7] -fe^aLU^Y^S^^ frZ^L-WmL 

Uuy&TVbmzzL— Feoir^U^V 
MZtii&LTm'h3L—*flD&Z. 1/NU7-H^5 

*V^T, 01 0 *5^:^01 8 $#1UT, -tr+jLU^^ 
yn7^^2>2 0 2*t, ^-f h&mttzLVrJ 

3 2^t^«fc5^»i$n5. u©»^cm- if 

onW>«ti»T*4^ ( rn^>5Sj ) , 

-tf I D^<»IMt7^^» ( f^O.-1f IDS 

$j ) , ^P4^S$ ( r«jra^-fAT^Fj ) > a— tf 
IZ&^TU&ZtlZ ft® S tl1tm± <Dn?*>&2 
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